O

a secure Healthcare
Environment for Informatics
Resilience

HEIR

Mua oAokAnpwpEVN MAaTdOoppa KUPEPVO-aoPANELOC VIO VOCOKOUELDL

This project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement No 883275.
Disclaimer: The information in this document is provided “as is”, and no guarantee or warranty is given that the information is fit for any particular purpose. The content

of this document reflects only the author’s view — the European Commission is not responsible for any use that may be made of the information it contains. The users
use the information at their sole risk and liability.



©
[TeplAnyn HEI

a secure Healthcare
Environment for Informatics
Resilience

* To HEIR elva eva €pyo RIA 2020 mou &skivnoe tov ZemtepBplo Tou
2020 pe dlapketa 36 MAVEC

e AplBuoc epyou: 883275

* To Bgpa tou €pyou eivat SU-DS05-2018-2019 - Wndlokn aocPpaiela,
LOlwTIKoTNTA, Ttpootacia dedopevwy Kat Aoyodoaoia o€ KPLOLUOUC
TOLLELC

* H kowornpatia mepthapBavel etaipouc ano deka (10) xwpec: NAALa,
Fepuavia, EAAada, KUmpo, EABetia, Poupavia, NopBnyia, OAAavdia,
Hvwpevo BaoiAlelo kat lopanA.

* O npoUmoAoylopoc eivat 4.999.975 €.
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Environment for Informatics
Resilience

The validation ecosystem

4 real-word pilots from health domain with physically
entangled systems involving connected electronic
medical devices and distributed medical facilities

1 Health

service
provider

1 Private
clinic

2 Public
Hospitals
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HEIR — Me pla potia

Resilience

* To HEIR Ba oxediaoel kal Ba avantuel Eva
MAaiolo KuBepvoaocbo’d\aaé HAeKTpOVIKWV
laTPLKWV CUCTNHATWYV TIoU Ba SLEUKOAUVEL
EEUTIVEG UTTNPEDIEG AVaYVWPLONG ATEIAWY
nou Ba odnynoouv otnv dnuLopyla tng
A&loAoynonc Kivduvou latpikwv Edpappoywv
(RAMA).

* To anoteAeopa aUTWV Twv avaluoewv Oa SO . R SRR TN S
€lvau SLaBéoylo oTo TPOCWITLKG e e e
T[Anp,od)opll(nq tov Ei-val- Unsoeuvo Vl.a Ta == == Toalxam.f _____________________ """"" """"
ouCTAHa ety el e el o

..............................................................................................................

* ErmumAcov, to RAMA client Ba urtoBdaAet
OLVWVU 0L OTATLOTIKA 6ESOMEVA OE Evav
KEVTPLKO SLtakoptoth riov Ba dhoevel To
npoPAsnouevo MNapatnpntipLo yia tnv
Aodalela Twv HAEKTPOVIKWV loTpLKWV
Zuokevwv (OSEMD).
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e Avantuén kot umtootAPLEn EvOC CUCTAUATOC BAONC YVWOEWV yLa TNV
ovayvwpLlon anelAwyv Kol tnv acPpalela otov KuBepvoxwpo
* HEIR Agent, aggregator, GUI
* Mapoxn EMOTNHOVIKWV KL TEXVOAOYLKWV tPoodwv otnv Ektipnon
Kivduvwv kat tnv Acdalela
 HEIR RAMA Score and observatory

* Nea epyaleia Kol uTtNPECLEC yLa TNV acpaAn anoOnKevon Kat Kown
XpNon 6€60UEVWV 0 AEITOUPYLEC UYELOVOMLKAC TTEPLOAAYNC

* HEIR Privacy-Aware Framework

H2020 Grant Agreement 883275 — HEIR
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* To opapa tou HEIR elval va tapexel eva evOeAEXEC oUuoTNUAL
OLVOLYVWPELONG AIELAWY KOl YVWOLAKAG Baong yia tnv acpaleia otov
KUBEpVOXWPO TTOV va anevBuveTaL T000 GE TOTILKO (OTO
VOOOKOUELO/LOTPLKO KEVTPO) OCO KOl GE TTAYKOGLLO
(ovumeplhapBovopevwy Twv SLoPopETIKWY eVOLADEPOUEVWV)
eTiinedo, To omoilo nepAapPAVEL TOUC AKOAOUOOUC TTUAWVEC:

* Eudueic unnpeoiec kuvnylov anelAwv (threat hunting) oe npaypatiko
XPOVO, Ttou HLEUKOAUVOVTOL OTTO TIPONYHUEVEC TEXVOAOYLEC UNXOVLIKAC
pnadnonc, mou vnootnPi{ouV TOV EVTOTILOUO TWV TLO KOLVWV OIELAWV OoTa
NAEKTPOVLKA LATPLKA cuoTAMOTA e Baon eupewc amodekteC peBodoloyieg
onw¢ to OWASP Top 10 Security Risks kat to ENISA Top 15 Threats.

* H kowvi xpnion evaiocdntwv ddopévwv dteukoAUvetal amno 1o Privacy Aware
framework tou HEIR.
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*
Opapa (cont’d) HEIR

e Eva Kalvotopo cuotnua cLYKPLTIKAG aétoAoynong (benchmark) mou Baociletal
oTov UTtoAoyLlopo tn¢ Babpoloyiac Risk Assessment of Medical Applications
(RAMA), tou Ba petpriost Tnv Kataotoon acpAaAelac KAOE LatpLkoU
ocuoTtpatog Ko Oa rtapexel evdéedexn afLloAoynon TpwtoTNTOC VOGOKOUELWY
KOLL LOLTPLKWV KEVTPWV.

* To Mapatnpntnpio HEIR (Observatory) yiwa tnv Acopaieta twv HAEKTPOVIKWVY
laTPLKWY ZUOKEVWV.

* Mua €€umtvn Baon yvwong tpoofaoiun ano dtadopetikoug evoladepopevous popeig,
N omola TOPEXEL TPONYHEVEG OLTLELKOVIOELG yLa KAOe artelAn mov npoodlopiletal oto
RAMA kat S1eUKOAUVEL TNV MAYKOOHLOL EVOLOONTOMOLNON OXETIKA LE TLG ATIELAEC TTOU
oxetifovtat pe tnv EMD.
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* To YITEIA, to NAINH, t0
NSE/NOKLUS kat to Croydon, Ba
EMIKUPWOOLV, Ba emideiéouv
kot Oa POy LOTOTTOLACOUVY
MELPAMOTIKA aéloAdynon tou
NMIPOTELVOUEVOU TTAQLGIOU.

HYGEIA NSE/NOKLUS Croydon Health
Services NHS Trust
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Thank you
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